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SUBJECT: Defense Contract Management Agency (DCMA) Defense Industrial Base 
Cybersecurity Assessment Center (DIBCAC) Cyber Assessment 

 
Dear Sir or Madam: 

 
The Undersecretary of Defense for Acquisition & Sustainment (USD(A&S)) issued 

guidance for “Strategically Implementing Cybersecurity Contract Clauses,” dated February 5, 
2019, and USD(A&S) Memorandum, Assessing Contractor Implementation of Cybersecurity 
Requirements, dated November 14, 2019, at the link provided, 
https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html. The memorandum directed the 
Defense Contract Management Agency (DCMA) Defense Industrial Base Cybersecurity 
Assessment Center (DIBCAC) to validate cybersecurity compliance at a strategic level, and to 
oversee the implementation of the Defense Federal Acquisition Regulation Supplement 
(DFARS) clause 252.204-7012, “Safeguarding Covered Defense Information and Cyber Incident 
Reporting,” and National Institute of Standards and Technology (NIST) Special Publication (SP) 
800-171, “Protecting Controlled Unclassified Information (CUI) in Nonfederal Systems and 
Organizations.” 

 
The DCMA DIBCAC will conduct a High Assessment, which includes an on-site 

examination of the contractor’s security plan with validation by the Government and company’s 
Subject Matter Experts; portions of the assessment may be completed virtually. DCMA will use 
the NIST SP 800-171A & 32 CFR 170.24 CMMC Scoring Methodology to conduct the 
assessment. These procedures rely on the development and implementation of the contractor’s 
system security plan(s) and any associated plans of action, developed in accordance with NIST 
SP 800-171. 

 
The High Assessment will provide an opportunity for an in-depth demonstration into 

each NIST SP 800-171 requirement to highlight policies, procedures, processes, and plans that 
implement protection of covered defense information. The DIBCAC Assessment Team uses 
NIST SP 800-171A for assessment procedures and methodology. Areas of potential 
non-compliance and other observations will be identified to aid in improving cybersecurity 
readiness. 

 
The DIBCAC Assessment Lead will schedule a pre-assessment coordination meeting to 

review Enclosure 1 and answer any questions, review Contractor CAGE Code / Basic 
Assessment Information (enclosure 2), and review DIBCAC Assessment Logistical Guidance 
(enclosure 3). Prior to that call, we ask that you complete, sign, and submit a copy of enclosure 
2 back to us in a PDF format. In order to facilitate a successful visit and to reduce the amount of 
time and burden, Pre-Assessment Action Items & Tentative Schedule (enclosure 1) items should 
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